
ICT GNVQ (Intermediate) Full Award


Unit 10 – Networks and Communications


Task 3c – Prioritising security procedures

(This is for Distinction (D2))

Instructions:

You have already explained some of the security issues for a network manager.  Now you need to go a stage further and write a report suggesting how useful these security procedures are – and what can be done to improve them – and so reduce the risk of damage to the data and/or software/hardware of the network.  You also need to prioritise the procdedures – in other words decide which of the procedures and measures are more important than others - and why these are so important.

For example - backups of all files on the network must be done every night - but a full copy of the backup will need to be taken off-site and stored away from the school only once each term.  This is done in case of fire in the school which could destroy the recent backup tapes.

Another example – if you think that antivirus software must be run every day (as it is at school) then you should realise that this causes a slowdown of the network so that users cannot work normally on their workstations.  There may be ways to make sure that this can still be done without affecting users.

Another example of an important security measure is the chaining down of workstations and laptops.  This is unsightly and sometimes inconvenient (locks have to be opened to mend hardware inside the computer system unit) but it may be worth the inconvenience.

Make further comments on these two issues – and also add more of your own including:

a. monitoring Internet access

b. downloading files from the Internet

c. visiting unsuitable websites

d. telling other students usernames and passwords

e. using a firewall

f. preventing users logging on at certain times of the day

g. locking floppy disk drives to stop users inserting floppy disks

h. preventing the theft of computer hardware

i. preventing the copying of computer software

j. maintaining the network server so that it doesn’t crash

k. keeping backup copies of all files

What to do:

Use the www.ictgnvq.org.uk website which includes some of the information you need.  You will also need to discuss these questions with the network manager or network support staff.

You should use your notes taken when you talked to the network manager – including details of his answers to the questions you and others asked.

You must NOT copy and paste chunks of the articles or website into your report – it must be your own work.

